Microsoft’s Parental controls for Windows 10

Introduction
Microsoft provide a good, free set of parental controls for Windows 7 and later. They have recently
updated this service in Windows 10 under the simple banner of “Family”, and it works as follows.

1.

You create an initial adult account with Microsoft via Outlook.com (if you already have an
account under Hotmail.com, Live.com or Outlook.com you can use this).

You then add any other adults and children to the Family section within the account —you
have to know their email addresses to do this (they, too, must have Microsoft accounts).
Any adult within the Family account can then view the activity of any children within the
account, so long as the child has logged in to a computer using their Microsoft account
credentials (naturally you would enforce this on your own home computer).

You can change the settings of what a child can do, e.g. what web sites they can visit, what
applications they can use and when they are allowed access to the computer.

All this is then reported via the Family section in your Microsoft account, and you can also
get weekly emails with a summary of what they have been doing.

This booklet describes:

vk wNE

How to set up a Microsoft account

How to set up the Family section

How to set the level of parental controls for your child(ren)

How to set up accounts on your computer

How to switch from an old (Windows 7/8) Microsoft Family account to the new one

The instructions here relate to Windows 10. The set up for Windows 7 and 8 was somewhat
different and is explained in a separate, companion booklet.



1. Set up a Microsoft email account

If you already have a Microsoft Hotmail, Live or Outlook account, you can skip this section. If you
have a different email account (e.g. Gmail or Yahoo) you will need to set up a Microsoft account as
well. You can have as many Microsoft email accounts as you like, and they are free to set up.
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account go to: &« > O @ & Microsoft Corporation [US]  login.live.com g = @ O
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www.outlook.com

Then click on the link “Sign up
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Microsoft account What's this?
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Fill out the form with your
name, preferred email address
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Password
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You also need to create a password: this is case sensitive and needs to be at least eight characters.
Make sure you choose a secure password — ideally a mix of upper and lower case letters, numbers
and symbols. As you will be using this for your parental controls, | suggest you choose a secure
password. Here are some examples of good and bad passwords.

Good passwords Bad passwords

Friendly& password
%cAt&dog SECRET
YT76fr5£ Pa55word

Of course, remembering passwords can be a problem so you'll probably want to write this down. If
you do, make sure you keep it in a secure location!

Once set up you will be directed to your new email inbox, where you’ll find an initial welcome email
from Microsoft.
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2. Setting up parental controls in Family
Microsoft calls their parental controls “Family”. In the new version of Family, all you need to set up a
child is a Microsoft email address for them. If they don’t already have one, section 1 describes how

to set up an account.

To access the Family section,
from your email inbox, click on
the account name at the top
right of the window and choose
Account Settings from the drop-
down menu:

This may open a new tab in your
browser, or simply replace the
inbox page (this depends on
which browser you’re using and
how it’s set up).

You'll see lots of options here —
the one we’re interested in is
“Family” which is on the menu
bar across the top of the page —
click on this link.

You should now see a page
inviting you to add the first
child. You can set it up to
monitor as many children as
you wish — but each child will
have to have a named account
on the computer for this to
work — see section 4 on “Setting
up named accounts on your
computer” if you’re not sure
how to do this.

Converting from an older
version of Family:

Note that if you have
upgraded a computer from
Windows 7 or Windows 8
to Windows 10, and you
previously had one or
more children registered
under Microsoft Family,
you’ll have to convert them
to the new format. See the
section 5: “Converting an
older Family account”.
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Next, simply type in their email
address and click “Send Invite”.

They will receive an email which
they’ll have to accept so you
should make sure they do this!
Opposite is an example of the
email they’ll receive.

You’ll then see them listed in
the child section with a note
“Invitation sent”
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If your child has an email address, use it to invite them to the family.
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When they accept their invite
they’ll see a web page like the
one opposite.

And in your (parent’s) account
you’ll see that the status has
been updated as shown here:

You are now ready to customise
the settings for your child’s
access (see section 3).
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3. Setting a child’s access controls
To set a child’s access controls, log in to your Microsoft account, and choose the Family section as
described above in section 2 “Setting up Parental Controls”.

Click on the name of the child Demiamy 5| e
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like the one below that says
Activity reporting is off.

The first thing to do is move the (S N -
slider control so “Activity S
reporting” is on. You'll now see
a while range of settings, as Acthvty reporting
follows: & o

Recent activity +

InPrivate browsing
InPrivate browsing is blocked colloced from

=R Windows 10 PCs & Mobile

InPrivate browsing is a setting
you can put in your browser
that stops the computer recording what web sites you visit. Obviously you don’t want that to
happen so this turns that facility off and the child won’t be able to use it from their Windows 10
“Edge” browser (or Internet Explorer in earlier versions of Windows). This doesn’t work for other
browsers (like Chrome and FireFox) so you should ensure that these are not available to the child.

Email weekly reports to me

This option will be ticked by default, but you can untick it if you prefer. You'll still be able to log in to
see their activity, you just won’t get email summaries of it. My advice is to leave it on to see what
the emails are like, and then turn it off later of you don’t find them useful.

Recent Activity
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applications or games they use
will be displayed here. If you see
anything you consider
inappropriate, you can also
block future access to that. =

Fred Levitan
M levitan99@outlook.com

Home Your info Services & subscriptions Payment & billing Devices Family Security >

We've simplified web browsing settings. Please check to make sure they're set up the way you want. Leammore X

Web browsing

This is where the list of web sites
they visit will appear. You can e
block specific web sites by @ of

clicking on the link “Web
browsing” and then changing

Web browsing +

N\ Block websites

You can make sure that adult websites are blocked for the kids in your family. You can block
specific sites, too—or choose which sites you want your kids to see.
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the slider “Block inappropriate LRI * -
. T i Microsoft Corporation [L microsoft.com, = @&
websites” to On (by default it is SR | i it 7 =
Ed Facebook Yt Yahoo Mail ¥y FatCow [EJ Google Analytics Y Broadband monitor Y7 Met Ofiice Yr Google Maps ¥t Rail Enquiries v

turned off so they can visit any Webibiowsing
web site).

Block inappropriate websites

Then simply add the websites @ o

you want to block as shown in e
the screenshot opposite. You
can also allow websites you in Recent activity under Apps & games.
specifically want to allow.

SafeSearch is on

Websites can only be blocked on Microsoft Edge or Internet Explorer. To protect your child, block any other browsers appearing

Applies to:

2= Windows 10 PCs & Mobile

Always allow these

Enter the URL of a website you want to allow:

www.facebook.com Allow

No websites are currently on the allowed list.

Always block these

Enter the URL of a website you want to block:

Apps & games Wwww.myspace.com Block

This is where you can set up

what applications and games Y p—— T
that are on your computer will o O — e % = 2 &
be aVaila ble to the Chlld (for B3 Facebook ¥t VahooMail ¢ FatCow [E) Google Analytics ¥ Broadband monitor 77 MetOffice Y¢ Google Maps ¥t Rail Enquiries v

Block inappropriate apps and games
@ o

We block kids from mature movies and games already.

example if you have multiple
web browsers, it might be best
to only allow them to use —

Internet Explorer (or Edge in E8 Windows 10 PCs & Mobile ES Windows Phone 8
Windows 10) for reasons
described above. To activate
this, click “Apps, games &

Limit apps, games, and media from the Windows Store

media” and then on the Sllder Child can download and purchase apps, games, and media appropriate for:
“Block inappropriate apps and 15 year oids
games”.
Ratings

Then choose the age of your For ages 12n For ages 13 an For ages 13 and u

. . g Yy Zpgud Eprd Fg13dp
child: Microsoft will then pEss

. v Music
automatically block any 1&’ For ages 14 and m For all ages
up

applications they try and use or
download with an age rating

above that. Blocked apps & games
|f they try to use an a pphca“on Blocking apps and games ensures they won't work on Windows 10 devices. You can block them by going to the recent activity
page.

that is above their age limit
they’ll receive a message and will have the ability to ask for access: You’ll then receive an email from
them and you can grant or deny access as you see fit.



Screen time

This is where you can control
the days and times when your
child can access the computer.
Change the slider control for
“Set limits for when my child
can use devices” to On and then
set up the regime you want for
each day of the week —you can
set both start and end times and
maximum amount of time
allowed. For example in the
screenshot opposite they can
use the computer on a Sunday
any time between 9:00 am and
9:00 pm up to a maximum of 4
hours. This means they can log
in and out several times during
the day, but once their 4 hour
limit is reached they’ll be cut off
even if it’s before curfew time.

Purchase & spending

This is an area where you can load money into an account that your child can then use to purchase
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9:00 PM
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applications, etc. from the Microsoft Windows and xBox stores (it won’t allow them to buy
applications over their age rating). Visit this section and click on “Add money to their account” and

then follow the instructions. You will also be able to see what the purchased.

Find your child

This allows you to track any Windows 10 mobile device that your child uses (e.g. a Windows
smartphone). It won’t work with Android or Apple systems or earlier version of Windows,
unfortunately. To use it you will need to have added their device and then you can turn this on.




4. Setting up named accounts on your computer
To be able to track your child’s activity, they will have to have a named account on your computer.

To do this, you need to click on the Start Menu button at
the bottom left of the screen and choose Settings. (NB this
may vary slightly for Windows 7 and 8). i s

Then choose Accounts, and then Family & other users el

(see below).

d) Power

iS Allapps
You’'ll see two options: to add a family member or to add
bearch the web and Windows

other users.
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. Find n £
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have added them as explained our accoun Your family
n the preVIOUS Sectlon, they SYHINEIE S You can allow family members to sign in to this PC. Adults can
will appear on this screen, so all manage family settings online and see recent activity to help kids
4 Work access stay safe.

you have to do is select their

Family & other users ,
name and choose Allow, and Qi #cld.= family member
then make sure their account SR AL y

e elspeththewren@outlook.com Can sign in
type is Child (see example on Adult
the rlght) e levitan99@outlook.com Can sign in
Child
Otherwise Click “Add a family
mem bern Change account type Block
. . Manage family settings online
Next click on Add a child and
type in their email address, and Other users
click Next.
You'll then get a confirmation screen to confirm that you want to add this person.
x x

Add a child or an adult? Add a child or an adult?

Enter the email address of the person who you want to add. If they use Windows, Enter the email address of the person who you want to add. If they use Windows,
Office, Outlook.com, OneDrive, Skype or Xboy, enter the email address they use to Office, Outlook.com, OneDrive, Skype or Xbox, enter the email address they use to
sign in. sign in.

{0 Add a child (® Add achild

O Add an adult Kids are safer online when they have their own account

O Add an adult

I Enter their email address

| fred67@outlook.com

The person who | want to add doesn't have an email address

Next Cancel Next Cancel

Once you have completed this, their name will appear in the Your Family section as shown in the
screenshot above.



Now, when the computer is switched on, there will be the option to sign in on any of the named
accounts. When your child signs in under their account, their activity will be logged in the Microsoft
Family area, and only adults will have access to this (see section 3).



5. Switching from an old (Windows 7/8) Microsoft Family account to the new one
If you have previously set up your child using the Windows 7 or 8 Family account, you’ll need to
change their settings to work in Windows 10.

Get your child to sign in to the PC they use.

If they already have a Microsoft account which they use to sign ion with, open Settings, then select
Accounts. Then select Your account (see section 4).

If your child doesn’t currently sign in with a Microsoft account, select Sign in with a Microsoft
account instead and enter their email address.

If an email address is already associated with their account, make a note of it.

Now login to your Microsoft Family account at outlook.com and go to Select a child to view or edit
their settings, then select Add as described in section 2. Now enter the email address that your child
uses to sign in to Windows 10, then select Send invite.



